AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims 
in the application: 



Listing of Claims: 



1 1 • (Currently amended) A method for selectively auditing accesses to a 

2 Relational database, comprising: 
receiving a query for the relational database; 

selectively auditing an access to the relational database, wherein selectively 
auditing the access involves automatically modifying the query prior to processing 
the query, so that processing the qi ery causes an audit record to be created and 

tables that are actually accessed by the query 
and that satisfy an auditing condition and not for other rows , 

wherein the auditing condition specifies a condition based on a value 
ational database, and wherein 
ng condition allows selective auditing of the 
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of a field in a row in the re 
satisfying the audi^ 

query; 

processing the modified cjuery to produce a query result, wherein processing 
the modified query includes, 

creating tihe audit record for rows in relational tables that are 
accessed by the query and that satisfy the auditing condition, and 
recording the audit record in an audit record store; and 
returning the query result. 
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2. (Original) The method tff^im 1, further comprising, if the query 
includes a select statement, inserting a case statement into the select statement that 
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ses the audit record to be created and recorded if the 
satisfied. 



calls a function t 
auditing conditi 

^(Previously presented) The method of claim/, further comprising 
ensuring that the case statement is evaluated nea^he end of the query processing so 
that the case statement is evaluated only after 9&er conditions of the query are 
satisfied. 



1 >4f (Original) The method of cla^n 1 , further comprising retrieving the 

2 auditing condition for a given table f/om a data structure associated with the given 

3 table. 

1 ^(Original) The method of claim 1, wherein if the query modifies at least 

2 one entry in the relational database, using a relational database system trigger to 

3 create and record the audit record for the modification to the relational database. 

1 1 & (Original) The method of claim 2, wherein insertmg-tfrgcase statement 

2 into the query further comprises: 

3 inserting the case statement intoljt^tfuery; 

4 allowing a query process^foallocate buffers for the query; 

5 removing the case^temenKfrom the query; 

6 allowing thexfuery processor to generate a query plan for the query; and 

7 scheduHng the case statement near the end of the query plan to ensure that 

8 the case^fatement is evaluated only after other conditions of the query are satisfied, 

9 so jHat the audit record is created only for rows that are actually accessed by the 
10 /query. 

J). / 

1 ^(Original) The method of claim 1 , wherein the audit record includes: 

2 a user name for a user making tne query; 

3 a time stamp specifying a tirafe of the query; and 
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a text of the query. 



1 JS^Original) The method of clainar 1 , wherein the auditing condition 

2 includes a condition for a field withijohe relational database. 

1 . (Currently amended) A computer-readable storage medium storing 

2 instructions that when executed by a computer cause the/computer to perform a 

3 method for selectively auditing accesses to a relational/iatabase, the method 

4 comprising: 

5 receiving a query for the relational database:/ 

6 selectively auditing an access to the relational database, wherein selectively 

7 auditing the access involves automatically modifying the query prior to processing 

8 the query, so that processing the query causes an audit record to be created and - 

9 recorded only for rows in relational tables that are actually accessed by the query 

10 and that satisfy an auditing condition and not for other rows , 

1 1 wherein the auditing condition specifies a condition based on a value 

12 of a field in a row in the relational database, and 

1 3 wherein satisfying the auditing condition allows selective auditing of 

14 the query; 

1 5 processing the modified quer^ to produce a query result, wherein processing 

1 6 the modified query includes, 

1 7 creating tlWaudit record for rows in relational tables that are 

1 8 accessed by the query and that satisfy the auditing condition, and 

19 recording the audit record in an audit record store; and 

20 returning the query result. 



1 10. (Original) The computer^e^dable storage medium of claim 9, wherein 

2 the method further comprises J#uie query includes a select statement, inserting a 

3 case statement into the s0tct Statement that calls a function that causes the audit 

4 record to be createjHirid recorded if the auditing condition is satisfied. 
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W^Previously presented) The computer^eadable storage medium of claim 



Wl wherein the method further comprises ensufing that the case statement is 
evaluated near the end of the query processing to that the case statement is 
evaluated only after other conditions of tM query are satisfied. 

% I 1 

J^(Original) The computer-readable storage medium of clainj*9fwherein 

the method further comprises retrieving the auditing condition for a given table 

from a data structure associated wim the given table. 

^(Original) The computer-readable storage medium of claim*9f wherein if 
the query modifies at least onfe entry in the relational database, the method further 
comprises using a relational database system trigger to create and record the audit 
record for the modification to the relational database. 
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14. (Original) The computer-readable stpfuge medium of claim 10, wherein 
inserting the case statement into the quen^further comprises: 
inserting the case statemenU^fo the query; 
allowing a query processor to allocate buffers for the query; 
removing the cas^tatement from the query; 

allowing thexfuery processor to generate a query plan for the query; and 
scheduling the case statement near the end of the query plan to ensure that 
the case statement is evaluated only after other conditions of the query are satisfied, 
so that the audit record is created only for rows that are actually accessed by the 
'query. 

i 



^(Original) The computer-ridable storage medium of claim*^ wherein 
the audit record includes: 

a user name for a user malting the query; 
a time stamp specifyij?g a time of the query; and 
a text of the quer 
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1 1$; (Original) The computer 

2 the auditing condition includes a co 
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storage medium of clain>9; wherein 
for a field within the relational database. 




1 i J^*^ (Currently amended) An apparatus tl/at selectively audits accesses to a 

2 ^relational database, comprising: 

3 a receiving mechanism that is configu/ed to receive a query for the 

4 relational database; 

5 a selective auditing mechanism configured to selectively audit an access to 

6 the relational database, the selective auditing mechanism including a query 

7 modification mechanism that is configured to automatically modify the query, prior 

8 to processing the query, so that processing the query causes an audit record to be 

9 created and recorded only for rows in relational tables that are actually accessed by 

10 the query and that satisfy an auditing condition and not for other rows , 

1 1 wherein the auditing condition specifies a condition based on a value 

12 of a field in a row in the relational database, and 

13 wherein satisfying th^/auditing condition allows selective auditing of 

14 the query; 

15 a query processor that is configured to process the modified query to 

16 produce a query result, wherein processing the modified query includes, 

17 creating the audit record for rows in relational tables that are 

18 accessed by the que ry and that satisfy the auditing condition, and 

19 recording th< : audit record in an audit record store; and 

20 a returning mechanism thqft is configured to return the query result. 



1 18. (Original) The apparatus o^daim 17, wherein if the query includes a 

2 select statement, the query mod^ation mechanism is configured to insert a case 

3 statement into the select staj^men* that calls a function that causes the audit record 

4 to be created and recor^d if the auditing condition is satisfied. 
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1 (Previously presented) The apparatus of cldim wherein the query 

2 modification mechanism is configured to ensure th# the case statement is evaluated 

3 near the end of the query processing so that the pdse statement is evaluated only 

4 after other conditions of the query are satisfies 

1 ^'(Original) The apparatus of cl^nvPTT wherein the query modification 

2 mechanism is configured to retrieve the auditing condition for a given table from a 

3 data structure associated with the gi^en table. 

1 ^l^(Original) The apparatus of claim^f wherein if the query modifies at 

2 least one entry in the relat^nal database, the apparatus uses a relational database 

3 system trigger to creajef'and record the audit record for the modification to the 

4 relational database^ 



1 22. (Original) The apparatus of claim^gf wherein the query modification 

2 mechanism is configured to: 

3 insert the case statement the query; 

4 allow the query proce^Qr to allocate buffers for the query; 

5 remove the case statement from the query; 

6 allow the cmdry processor to generate a query plan for the query; and 

7 schedul^the case statement near the end of the query plan to ensure that the 

8 case staterfient is evaluated only after other conditions of the query are satisfied, so 

9 thatytfie audit record is created only for rows that are actually accessed by the query. 

1 Jff (Original) The apparatus of cl^fnll^f wherein the audit record includes: 

2 a user name for a user makipgnae query; 

3 a time stamp specifyipgli time of the query; and 

4 a text of the quf 
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1 ^(Original) Th^apparatus of claim J^fwherein the auditing condition 

2 includes a condition/for a field within the relational database. 
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